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ICP DAS WISE User Manual

Warning

The information furnished by ICP DAS Co. Ltd. (hereinafter “ICP DAS”) is accurate
and reliable to ICP DAS’s best knowledge. ICP DAS reserves the right to change the

content of this manual at any time without notice.

Through the communication mechanisms provided by third-party companies (such as
LINE, WeChat, Microsoft Azure, IBM Bluemix), this controller can send the
notification messages and information regarding this controller to the related personal
account or the third-party platform (function). However, this function may not be
available due to the third-party companies close or terminate the communication

mechanisms of their systems.

ICP DAS cannot guarantee that this controller is free of any actual or legal defects
(including but not limited to stability, reliability, accuracy, completeness, validity,
suitability for a specific purpose, security related defects, errors or bugs, infringement
of rights etc.). ICP DAS shall not be responsible for any damages inflicted upon users

in relation to the use of the controller.

Copyright and Trademark Information
© Copyright 2020 by ICP DAS Inc., LTD. All rights reserved worldwide.

Trademark of Other Companies

The names used for identification only maybe registered trademarks of their

respective companies.

License

The user can use, modify and backup this software on a single machine. The user may

not reproduce, transfer or distribute this software, or any copy, in whole or in part.
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1 Introduction

WISE IloT Edge Controller is an Intelligent Web-based Multi-functions PAC
controller designed by ICP DAS that functions as control units for use in remote logic
control and monitoring in various industrial applications. WISE offers a user-friendly
and intuitive HMI interface that allows you to implement control logic on controllers
just a few clicks away; no programming is required. With this powerful and
easy-to-use software, it will minimize the learning curve, shorten time to market and
dramatically reduce the labor and cost spent on system development.

Through Web browser, you can access Web Server on WISE to perform tasks such as
logic rule edition and download. WISE equips an IF-THEN-ELSE rule engine that
will check whether the rules are valid or not and determine the execution of actions
under specific conditions, for examples: setting up I/O channel values, perform
scheduled and Timer tasks, sending Email under a specific condition. In addition,
through the Modbus TCP/RTU protocol and SNMP protocol, it enables SCADA
software or SNMP Management software to control and monitor I/O channel or
system status on controllers in real time.

WISE-523x/WISE-224x provides more supports in 1/0O functions in addition to merits
inherited from WISE series controllers. It supports XV-board; allows connections to
[-7000 1/0 modules, Modbus RTU Slave modules and Modbus TCP Slave modules
together. The wide range of selection options enables the flexibility in I/O module
integration to  meet the requirements from  various  applications.
WISE-523x/WISE-224x provides Data Logger function to record the 1/0 channel data
by periodic cycle or event trigger. And it allows to send the data files by FTP or Email
to the control center. In addition to the CGI command sending function,
WISE-523x/WISE-224x now supports the CGlI command receiving function that
allows the network devices to trigger the operation of IF-THEN-ELSE logic rule of
WISE-523x/WISE-224x by Ethernet. The well thought-out CGI command functions
make WISE-523x/WISE-224x being able to interact with the devices flexibility in the
network environment. WISE-523x/WISE-224x supports SNMP V2c protocol and the
SNMP Trap operation to work with the SNMP Network Management software. It also
supports the MQTT protocol to connect with the MQTT broker for the message
publishing and subscribing mechanism, and the connection with the 10T service which
Microsoft Azure and IBM Bluemix provide. Additionally, WISE-523x/WISE-224x
provides to send messages to the instant messaging APP: LINE. The flexible
integration ability with the SCADA and IT software (or devices) and the reliable
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ability of real-time 1/0O logic control make WISE-523x/WISE-224x the most
cost-effective 1/0 controller in the 10T (Internet of Thing) Age.

= ~ = ) &
DA E i
MES/CIM SNMP Manager

InduSoft SCADA

Modbus TCP

Message

Webpage Transportation & Logistics
- A S, ml Microsoft ;’- %_w_
lloT Edge Controller # WM Azure
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Security & Surveillance

[ SCADA, IT, IoT Communication Service
. ) P — * [BM Bluemix - q“
[1/0 module Hlmlligent][ Timer/ ‘[ Data == o
Logger

Monitoring & || Logic Rule || Schedule X
Engine Control

) === CloudMQTT
[ Modbus TCP/RTU, ][ MQTT Topic === 'amazon m
DCON module Interface || Operation Interface —_— SOVIces!

RS-485 for I-7000/M-7000/tM/DL/LC/SC/IR series and Modbus RTU Slave devices
Ethernet for WISE-7100/(P)ET-7000/WF-2000 series and Modbus TCP Slave devices

N Temperature Digital 1/0
c0/c02/Temp/ Analog 1/0 g
HumldltY Module . Module ' Me‘:::‘;ﬁflzent ' Module

Figure 1-1 : WISE-523x/WISE-224x System Architecture

_ Industrial & Aulomahon

The difference between WISE-523x series and WISE-224x series are as follows:
Comparison Table WISE-5231 Series WISE-2241M

117 mm x 126 mm x 58 mm 33 mm x 160 mm x 129 mm
Hardware

LAN port x 1 LAN port x 2

Ethernet WISE-5231
WISE-2241M
WISE-5231M
Ethernet/ 3G :
WISE-5231M-3GWA

WCDMA 850/900/1800/1900 MHz
Ethernet/ 4G :

WISE-5231M-4GE
FDD LTE: B1/B3/B5/B7/B8/B20 MHz -
Ethernet / 4G
FDD LTE: B1/B3/B8 MHz WISE-5231M-4GC

TDD LTE: B38/B39/B40/B41 MHz
Figure 1-2 : WISE-523Xx/WISE-224x Comparison Table
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WISE-523x/WISE-224x system features:

*

*

IF-THEN-ELSE logic rules execution ability
WISE-523x/WISE-224x equips with an IF-THEN-ELSE logic Rule Engine; it
offers IF-THEN-ELSE rules for you to set up the logic content. After completing
rule edition and downloading rules to the WISE controller, the Rule Engine will
loop execute the rules in order under specific conditions.

No programming is required to implement logic content on controllers
WISE-523x/WISE-224x provides user-friendly Web Ul pages for editing control
logic on the controllers. It enables to implement logic edition by a few clicks on
the mouse to set up and deploy logic rules without writing a single line of code.

No extra software tool is required; all operations can be done through the
Web browsers

Provides Web-based HMI interface runs on regular Web browsers. To edit
control logic, it only requires a browser to connect to the Web server on
WISE-523x/WISE-224x. No extra software tool installation is needed on the
target PC.

Support XV-Board and various remote 1/0O Modules
WISE-523x/WISE-224x allows to connecting with a wide range of the ICP DAS
I/0 modules as XV-Board, 1-7000 modules, M-7000 modules, (P)ET-7000
modules, WISE-7100 modules, WF-2000 modules and tM/DL/LC/SC/IR series
modules,. In addition to these ICP DAS modules, WISE-523x/WISE-224x also
allows to connect with devices that support Modbus RTU/TCP Slave protocol
for 1/0 monitoring. The ability to connect with various types of 1/0O modules
enables flexibility and scalability for system implementation and allows to meet
various requirements from the clients that enable to find best solutions to meet
the requirements. Please refer to the following table for I/0O modules support list
of WISE-523x/WISE-224x:
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1/0 Module Support List Description Amount
Local 110 .
Local Bus ICP DAS : XV-Board series module 1
Module
DCON .
ICP DAS : 1-7000/DL series module
by RS-485
; Upto 16
® ICP DAS : M-7000/tM/DL/LC/SC/IR series
modules (Each
Modbus RTU module.
] COM Port)
Remote 1/0 by RS-485 ® Others : The modules which support the
Module Modbus RTU Slave Protocol.
® |CP DAS : WISE-7100/(P)ET-7000/
Modbus TCP WF-2000 series module Upto 16
by Ethernet ® Others : The modules which support the modules
Modbus TCP Slave Protocol.
iICAM-721F, iCAM-760D, iCAM-771,
HTTP Upto4
IP Camera iICAM-ZMR8422X, iCAM-MR6422X,
by Ethernet cameras
iCAM-MR6322

Figure 1-3 : WISE-523x/WISE-224x 10 module support list

€ Provide Timer and Schedule operation

WISE-523x/WISE-224x features two kinds of timing functions: Timer and
Schedule. It allows you to perform specific tasks such as time delay, or schedule
specific date or time for control logic execution. To ensure the accuracy of the
WISE controller clock, it also has the ability to sync the clock to an SNTP time
server for time synchronization through the network.

Provide Email Alarm message sending function

WISE-523x/WISE-224x supports Email alarm message sending function. Email
is the important function for real-time message communication. The sending
action can be added to the logic edition as part of logic control to provide
real-time message transmission in response to specific events. The SSL
authentication is provided by WISE-523x/WISE-224x.

Provide CGlI Command Sending and Receiving functions

CGI command function is an important function for real-time message
communication in network environment. WISE-523x/WISE-224x supports fully
CGIl command operations as CGl command sending and CGI command
receiving. The CGI command sending action can be added to the logic edition as
part of logic control in response to specific events. The CGI command receiving
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function let WISE-523x/WISE-224x can receive the CGl command from others
network devices. The content of CGI command receiving can be used in IF
condition statements to trigger the THEN/ELSE actions.
€ Data Logger function

With the microSD card, WISE-523x/WISE-224x provides Data Logger function
to real-time record the 1/0 data of the controller. The Data Log files can be sent
to the FTP server or the Email address for users, or user can actively download
them from the FTP client utility or Web page for further administration
management or data analysis.

€ Math formula editing function
WISE-523x supports math formula editing function in Internal Register. This
function supports to insert I/O channels to be the variables, and use the operators
such as plus“+”, minus“-”, times“*”, divide*/”, superscript“*”, left parenthesis
“(” and right parenthesis*)” to complete the editing of formula. Users can edit
different formula in each Internal Register. WISE will calculate the results of all
formulas repeatedly, and save the results into the corresponding Internal
Registers for IF-THEN-ELSE rule checking or data logging.

€ Real-time monitoring system status of controllers
WISE-523x/WISE-224x supports Modbus TCP/RTU Protocol for you to perform
real-time monitoring and control of the controllers. WISE also provides an
easy-to-view HMI web interface for real-time monitoring. It allows you to get
important real time system information even without SCADA software. Besides
Modbus TCP/RTU Protocol, WISE-523x/WISE-224x supports SNMP V2c
protocol, and provides the IF-THEN-ELSE rule setting to trigger the SNMP Trap
sending. It makes the integration between the Network Management software
(and device) and WISE-523x/WISE-224x to be easier.

€ Password protection for access control

WISE HMI web page offers password protection. After getting in the webpage,
you will be required to input the password before editing logic rules. In addition,
WISE-523x/WISE-224x provides monitoring web pages specifically designed
for cell phone. The access control restricts the access to the webpage to prevent
unauthorized modification; it allows to set up passwords for Administrator, User
and Guest; only the authorized users will be allowed to review the setting,
change the setting or modify the channel data.
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€ Active I/0O Sending function

In addition to the Modbus TCP/RTU Slave function that enables SCADA
software (or HMI device) to poll the 1/O channels value of the WISE controller,
now WISE-523x/WISE-224x provide the function “Active 1/0 Sending” for
users. Based on the “Active I/O Sending” function, WISE-523x/WISE-224x can
send the I/O channels value of the controller actively to SCADA software (or
HMI device) by event trigger (I/O channel value changed) or periodic cycle. This
function will improve the efficient of the data communication between
WISE-523x/WISE-224x and SCADA software (and HMI device). Please note:
The SCADA software (or HMI device) must equip the Modbus TCP Slave
function to receive the 1/0O channels data sent by WISE-523x/WISE-224x.

€ MQTT Message Publish/Subscribe operation
WISE-523x/WISE-224x supports the MQTT protocol. It can publish the I/O data
of the 1/O module which connect to WISE-523x/WISE-224x to the MQTT
broker, and receive the message content of the Subscribe MQTT Topics which is
published by others MQTT device for the data logging operation or using it in
the IF-THEN-ELSE logic rule.

€ Connection with 10T Cloud Platform
WISE-523x/WISE-224x support the connection ability with the loT Cloud
Platform as Microsoft Azure, IBM Bluemix, etc. It work as the concentrator in
the 10T application to connect with Sensors and I/O modules, collect and transfer
the 1/0O channel data to the Cloud platform for future data analysis.
WISE-523x/WISE-224x also can receive the message which is published from
the Cloud platform for the corresponding actions at the field side.

€4 Mobile network connection
WISE-523xM-3GWA and WISE-523xM-4GE/AGC support Mobile Network
communication. With the 3G/4G SIM card, it can send the data logger files and
Email alarm message back to the control center by Mobile Network.

€ Provides SMS command receiving function and alarm notification function
WISE-523xM-3GWA and WISE-523xM-4GE/4GC equip SMS command
receiving and alarm message notification function. It allows to include SMS
alarm sending action into logic rules to send a pre-set SMS message to related
personnel when an event occurs. In addition, the controllers allow to receive the
SMS commands sending by specific phones numbers to perform tasks such as
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real-time channel monitoring, channel data modification and logic rules
execution (triggered by SMS), etc.

€ Connection with IP Camera

WISE-523x/WISE-224x allows connections to ICP DAS iCAM IP Camera series.
Users can trigger the connected IP camera to perform snapshot or video
recording with IF-THEN-ELSE logic rules. WISE-523x/WISE-224x provides
the IP Camera Status webpage to display the event list ordered by time, and you
can just click and play the images or videos on the browser. In additional,
WISE-523x/WISE-224x provides remote backup mechanism to upload images
and videos to the remote FTP server automatically.

€ Provide LINE Notify message sending function
WISE-523x/WISE-224x supports to send LINE messages to the LINE personal
account or group chat room. The LINE message sending function can be
triggered by IF-THEN-ELSE rules. The LINE message content could be a preset
string with realtime 1/0 channel data, or a snapshot via the connected IP camera.

This document is intended to give you a full-range instruction to
WISE-523x/WISE-224x controllers. You will be able to learn how to edit logic of the
rules and how to download the rules to the controllers for conditional execution. In
the following document, we use “WISE” to represent WISE-523x and
WISE-224x series modules.
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2 Before Installation

When WISE is powered on, please wait about one minute to complete the start-up
procedure. When the “RUN/PWR” light starts flashing, it represents the boot is
complete, the connection can be started.

Modify WISE's network settings to fit current network environment settings, and the
default network settings of WISE is as follow:

W [P :192.168.255.1

B Subnet mask : 255.255.0.0

B Gateway address : 192.168.0.1

B DNS Server address : 8.8.8.8 (default: Google DNS Server)

(1) Modify the network settings of the PC or Notebook to be the same network
segment as WISE. For example:
¢ |IP:192.168.255.10
€ Subnet mask : 255.255.0.0
€ Gateway address : 192.168.0.1

(2) Connect WISE LAN to PC by network cable. (WISE is capable of
auto-crossover)

(3) Start the browser and input http://192.168.255.1 in the address bar.

(4) Input default administrator password “Admin” to login into the page.

(5) After login in WISE web page, go to “System Setting - Network Setting”,
modify the network setting to fit current network environment. More detailed
setting information please refers to 5.2 Network Setting.

(6) Save the settings and connect WISE to the network.

You can also modify WISE's network settings by using the WISE-52xx_224x Utility.
Please refer to WISE-52xx_224x Utility User Manual for detail.

Please Note: If there are the ICP DAS 1/0 modules or Modbus TCP/RTU Slave
modules which will connect with WISE, please finish the hardware installation of the
ICP DAS 1I/0 modules or Modbus TCP/RTU Slave modules, and make sure all wiring
connections are correct.
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3 System Login

When connect to WISE webpage server via Web browser (IE 8 / Firefox 3.6 / Chrome
14.0.8 version or above are recommended), in order to get a better operation
experience, 1280x1024 resolution is recommended. The Login page of WISE is
shown as below:

Nickname: WISE-5231

Password:

Forgot password?

\%E Web Inside, Smart Engine

—— Language: | English v

Remember me

Login

Figure 3-1 : WISE Login page

By inputting different passwords, three levels of authority are granted as follow:

€ Administrator (Default password: Admin)
Login as an administrator allows performing settings and reviewing of system
information and 1/O modules information, it also allows performing Logic rule
edition. Only one administrator is allowed to login into the system at the same
time.

€ User (Password is defined by Administrator)
WISE provides 5 User accounts to login. Each User can access to perform the
modification or review of the WISE settings (based on the authority the
administrator pre-assigned), however, the User does not have the right to add or
delete the settings of WISE. As for the logic rules, the User can only be allowed
to view the logic rules if the administrator assigns the authority to them; they do
not have the right to modify/delete/add logic rules. The User can view the
real-time 1/0 channel information.

€ Guest (Default password: Guest)
Guest is allowed to view I/O channel information only; they are not allowed to
perform any settings. It allows maximum 5 Guests to login and get into the
system at the same time.
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The list for three levels of authority :

Function | System Setting ~ 1/0 Module
i ; . . Channel
setting -~ Data Logger Setting ~ Logic Rules Edition

. . Status
Login Type Advanced Setting

Administrator Can add/delete/modify/review ALL setting
® Can’t add/delete/modify Can

® Can’t add/delete ALL setting. ] _
. ) setting. review/modify
® Can modify/review setting by ) )
User @ Can review setting by need | Channel
need the authority from
o the authority from Status
administrator. o
administrator.

Can review
Guest Can’t add/delete/modify/review ALL setting. Channel
Status

Select your preferred language from the dropdown list in the “Language” field for the
Web page user interface (English, Traditional Chinese, and Simplified Chinese). After
login into the system, if the user want to change the language again, logout and
re-select the language on the Login page.

Please note: Before starting the system, please make sure the browser you are using
already enable JavaScript support, otherwise the system will not function properly.
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4 WISE Web Page Overview

Users can login WISE by using Administrator, User or Guest accounts. Different
WISE default home page will be displayed based on the different login account. If
Administrator login into the system, the WISE default home page will be displayed as

below, and will automatically read settings of the WISE to the webpage.

System Setting
_—

Module Setting

ql Web Inside, Smart Engine

Logger Setting

loT Platform Setting

A

Advanced Setting

Rule Setting

Greenhouse Env

Rl

B OK € 1939MB(Approx 1528 Days) [Effinstant Message

Channel Status  IP Camera Status

Sy tting
Time Setting
Network Setting
SNMP Setting
Account Setting

Security Setting

COM Port Interface Setting

System Setting Page

s T

Date

Time

Function Status
Sync Interval

Time Zone

Daylight Saving Time Disable

C

Date & Time
2019/04/24
16:10:02

Time Synchronization
Enable
6 hours

UTC+08:00

P
Mask
Gateway
DNS
MAC

Connection Status
Signal Strength
IP

Web Server Port
Modbus TCP Port

Modbus NetlD

Service 1

Service 2

Function Status.

Cheworcsewng |

LAN1
192.168.100.182
255.256.255.0
192.168.100.254
168.95.1.1
00-0D-EC-30-74-B4

Mobile Network
Connected
allll -71dBm
10.207.157.26

Disconnect

Port
80
502
1
Dynamic DNS

Disable
Disable

loTstar
Enable

Version

Read Community Name public
Write Community Name  private

Trap Community Name  public

V2

Local FTP Server Enable

Idle Time 20 minute(s)

‘COM Port Interface Setting

Ccom2
Function Disable
COM3
Function Modbus RTU Master
Baudrate 115200 bps
Parity None
Stop bits 1
Silent Interval 15 millisecond(s)
COM4
Function DCON Master
Baudrate 9600 bps
Parity None
Stop bits 1
Timeout 1000 millisecond(s)

Checksum 1

Firmware Update Setting

System Information
01-AC-21-C7-19-00-00-52

Serial Number
Firmware Information
Current Version  1.4.0.0
Available Version | Check
Firmware Update

Firmware

Browse
Update

[Ewort/mponsetings |
11
l;

Export Settings
Export the settings of this controller to a file

Import Settings
Import the settings from a specified file to this controller.

Figure 4-1 : WISE home page (login as an Administrator)
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WISE main page could be divided into 3 areas:
A. System function area
B. Sub-function area
C. Data review/System setting area
More detailed information for each area will be given in the following section.

4.1 System function area

System function area provides immediately access to the main functions of WISE,
such as: system settings, system real-time information display, rule files
management, etc, shown as below:

\C;c: Web Inside, Smart Engine
- g

A3 I

System Sefiting Module Selting Logger Sefting 10T Platform Seiting  Advanced Sefting Rule Sefting  Channel Status

Figure 4-2 : System Function Area (login as an Administrator)

System function area includes the following areas:
Al. Rules management toolbar
A2. Real-time information area
A3. System function toolbar
Each function in system function area is as the flowing:

4.1.1 Rules management toolbar
Rules management toolbar allows user to perform different functions.
When login into the system as an Administrator, the Rules management
toolbar will be shown as below:

Bda <

Figure 4-3 : Rules management toolbar (login as an Administrator)

When login into the system as an User, the Rules management toolbar
will be shown as below:

Figure 4-4 : Rules management toolbar (login as an User)

When login into the system as a Guest, the Rules management toolbar
will be shown as below:
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£
Figure 4-5 : Rules management toolbar (login as a Guest)

The functions of the Rules management toolbar are as follow:

€ On the left side of the Rules management toolbar, the user could
move the mouse to the nickname field to give a nickname for this
WISE in the nickname field for easy recognition.

= @"‘@“ < |::> Nickname [WISE 5231 ok || 2 @ r-@} e

w
m
hal
[}
i3

Figure 4-6 : WISE Nickname setting

Y
4 = “New” button allows resetting the settings of all parameters

Y
and Rules. Click on = button and click on “OK?”, the settings on
WISE webpage on the browser will be cleared. If the user would
like to clear the setting on WISE, then continue to click on

> : .
EJ«Save” button to save the new settings (cleared settings) to the
WISE.

Please note: once the settings are cleared and save to the WISE, the
settings will be cleared permanently.

A Are you sure you want to reset all settings?

| oK ][ Cancel ]

Figure 4-7 : Confirm to clear settings

& =3 “Load” button allows to load all parameter settings and rule

e
settings on WISE. Click on &= button and click “OK” to load all
parameter settings and rules settings from WISE to the web page
for further edition.

i "_'. Are you sure you want to load the setting file? All

unsaved settings will he lost after you load the file.

| oK ][ Cancel ]

Figure 4-8 : Confirm to load settings

) .
& =) “Save” button allows to save all parameter settings and Rule

h ¥
settings to WISE. Click on & button and click “OK” to save all
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parameter settings and Rule settings from the web page of WISE to
the WISE.

A Are you sure you want to save the setting file?

| oK ][ Cancel ]

Figure 4-9 : Confirm to Confirm to save settings

L 4 ﬂ“Logout” button allows to log out the system, click on ﬂ
button and then click “OK” to logout the system.

A Are you sure you want to logout?

| ok || cancel |

Figure 4-10 : Confirm to logout (The settings are saved)

If the settings are not saved to the WISE before performing logout,
a warming message will appear as below:

A Do you want to save the settings before logout?

[ Save and Logout H Logout ]

Figure 4-11 : Confirm to logout (The settings are not saved)

Please note:

1. All the edited settings on the webpage have to be saved to WISE
to make all settings take effect; before click on = button, the
settings will only be saved on the Web page site, not in the WISE.

2. Please DO NOT close the web page during the process of the
edition, otherwise all unsaved settings on the page will be
disappeared.

4.1.2 Real-time information area
Real-time information area allows display of current free space of the
microSD card of the WISE and the real-time system information,
shown as below:
B OK %2729 1MB(Approx 7047 Days) nstant Message
Figure 4-12 : Real-time information area
http://wise.icpdas.com 26




ICP DAS WISE User Manual

& [ 9% Allows display of the current status of the battery in WISE.
Please change the battery when it runs out. Otherwise, WISE
would not keep the system time when it is powered off.

& T 27291WE(Approx 7047 Days) Allows display of the current free
space of the microSD card in WISE. Based on the current settings
of the data logger, an estimate of the remaining days to log with
this microSD is provided.

& [insiantMessage Allows display of real-time system information,
click on “Instant Message” to open up the list of real-time
information, maximum 10 information will be kept on the list.

I% 3311MB (Approx.157.5 Days) nlnstant Message

13:29:55 nLDgin successfully.
Figure 4-13 : Real-time information list

4.1.3 System function toolbar
According to the level of login permission, the System function toolbar
will be different. If login as an Administrator, all parameter settings and
data review function will be enabled; more detailed information of the
functions will be give in the following sections.

The System function toolbar includes the following function options:
@ Chapter 5: System Setting
@ Chapter 6: Module Setting
@ Chapter 7: Logger Setting
@ Chapter 8: 10T Platform Setting
@ Chapter 9: Advanced Setting
@ Chapter 10: Rule Setting
@ Chapter 13: Channel Status
@ Chapter 14: |P Camera Status

If login as a User, WISE will enable the related function items to let
User perform the modification or review of the WISE settings (based
on the authority the Administrator pre-assigned). User account is
allowed to view Channel Status page

If login as a Guest, they are allowed to view Channel Status page only.
They do not have permission to edit the settings of the parameters and
the rules.
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4.2 Sub-function area

Sub-function area will display detailed functions under the selected System
function. The user could edit or review detailed function options in the
Sub-function area. On the upper Sub-function area, the path of current function

will be displayed to show the current function path.

Systemn Setting

Tirme Selling
MNetwork Setting
SNMP Setting
Account Setting
Security Setting

COM Port Interface Setting

System Setting  Module Setting

System Setting |[.-"|'Z'C|Llle Set Advanced Seting
I

Internal Register Setting
Timer Setting

Schedule Setting

Email Setting

SHNMP Trap Setting

CGl Command Setting
Active /O Setting

Channel Status Setting

Logger Setting Advanced Setting

Advanced Setting Page

The Inte
can be
Internal Register Setting  register
perform
operatic

Timer fi
With th
approat
increas

Timer Setting

Figure 4-14 : Current function path
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4.3 Data review/System setting area

Data review/System setting area allows to set system parameters and data review
of WISE, the content of this area will be varied according to the selected
sub-function. When the user login into the page as an Administrator, the Data
review/System setting area of the Main Page will be the System Setting page, it
will display all system setting information of the WISE as below:

Cg;‘ Web Inside, Smart Engine GresnhouseTEny ‘ % é d ‘(KEI |
,B :

B OK € 1939MB(Approx 1528 Days) [Effinstant Message
System Setting Module Setting Logger Sefting  loT Platform Setting Advanced Sefting Rule Setting Channel Status  IP Camera Status
—

System Setting

Time Setting System Setting Page
Network Seting
SNMP Setting Date & Time Local ETP Server Enable
Date 2019/04/24 Idle Time 20 minute(s)
Account Setting

Time 16:10:02

Time Synchronization COM Port Interface Setting

Function Status Enable

Security Setting

COM Port Interface Setting

comz2
Sync Interval 6 hours
Function Disable
Time Zone UTC+08:00
COM3

Function Modbus RTU Master
Baudrate 115200 bps

Py None

Daylight Saving Time Disable

LAN1 Stop bits 1
P 192.168.100.182 Silent Interval 15 millisecond(s)
Mask 255.255.255.0 COM4
Gateway 192.168.100.254 Function DCON Master
DNS 168.95.1.1 Baudrate 9600 bps
MAC 00-0D-EC-30-74-B4 Parity None
Mobile Network Stop bits 1
Connection Status  Connected Disconnect Timeout 1000 millisecond(s)
Signal Strength g/ -71 dBm Checksum 1
P 10.207.157.26

Port Firmware Update Setting

System Information
Serial Number ~ 01-AC-21-C7-19-00-00-52

Web Server Port 80
Modbus TCP Port 502

Modbus NetlD 1 Firmware Information

HynaiciDiS Current Version  1.4.0.0
S 1 Disabl
ervice 1sabe Available Version | Check
Service 2 Disable
Firmware Update
loTstar
Firmware Browse
Function Status  Enable e
Update
SNMP Setting
Export/ Import Settings
Version V2
Read Community Name public | | Export Settings
Export the settings of this controller to a file

Write Community Name  private

Trap Community Name  public '} | Import Settings
Import the settings from a specified file to this controller.

Figure 4-15 : Data review/System setting area (login as an Administrator)

When the user login into the page as User or Guest, the Data review/System
setting Area of the Main Page will be the Channel status page, it will display all
I/0O channel information of the 1/0O modules that are connected to the WISE,
shown as below:
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S|

€5 No microSD card detected. WMo microSD card detected

! Web Inside, Smart Engine

Channel Status

Channel Status )8 Sample:
XV-Board DI
vaaoe:aoe Sample) cho ch ch2 ch3
COM3 - switch
T @ |1 OFF 1 OFF 1 OFF I OFF
Counter 0 Counter 0 Counter 0 Counter 0
Debug(2)
COM4 DO
1-7060(1) ® cha Chs che cnt
1-7005(2) - - alarm light .
17080(3) 1 ©OFF 1 OFF 1 ©OFF I OFF
17021(4)
Al
DL-100(8) cho cht ch2 ch3 Chd
LAN - - - - temperature
111(192.168.100.125:502/1/@ 0.000v 0.000v 0.000 v 0.000v 0.000v
(P) 6 5
(192.168.100.228:502/1) @ €03 Ere @7
026 @
192.168.100.159:502/1) = 0.000v 0.000v 0.000 v

v -T126
(192.168.100.125:602/1)
Debug(192.168.100.93:502/@)
Channel Status

DIZEAAET

Other

Internal Register

@ ICP DAS Co., Ltd. All Rights Reserved

Figure 4-16 : Data review/System setting area (login as User or Guest)
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4.4 System and logic rule setting procedure

When the Administrator login WISE, The System function toolbar includes the
following 6 function options:

@ System Setting
€ Module Setting

@ Logger Setting

@ 10T Platform Setting

@ Advanced Setting

@ Rule Setting

The general WISE system and logic rule setting Web Ul operating procedures

will be displayed as follow. Please follow the steps to complete the setting.

System

Setting

v

Module

Setting

v

Logger

Setting

v

loT Platfo

rm Setting

v

Advance

d Setting

A

y

Rule Setting

A

y

Save

Rule

A

y

Rule Execution

Figure 4-17 : System and logic rule setting procedure

Please note: DO NOT refresh or close the web page when you are editing the
rules, otherwise the contents of all previous settings will be gone. And please
remember all settings will take effect only when they have been downloaded to

WISE, if you close the web page before finishing “Save”, all settings will be

disappeared as well.
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5 System Setting

System Setting includes 6 options: Time Setting, Network Setting, SNMP Setting,
Account Setting, Security Setting and COM Port Interface Setting. When you get into
the System Setting page, the system settings information of this WISE will be
displayed, as shown below.

System Setting

—
System Setting
Time Setting
Network Setting
SNMP Setting
Account Setting
Security Setting

COM Port Interface Setting

Module Setting

Y Web Inside, Smart Engine

Logger Setting loT Platform Setting Advanced Setting

System Setting Page

Rule Setting

Greenhouse Env ‘ % @ ﬂ |

B OK € 1939MB(Approx 1528 Days) [Effinstant Message

Channel Status  IP Camera Status

s T

Date & Time
Date 2019/04/24
Time 16:10:02

Time Synchronization

Function Status Enable
Sync Interval 6 hours
Time Zone UTC+08:00

Daylight Saving Time Disable

Cheworcsewng |

LAN1
P 192.168.100.182
Mask 255.256.255.0
Gateway 192.168.100.254
DNS 168.95.1.1
MAC 00-0D-EC-30-74-B4
Mobile Network
Connection Status  Connected
Signal Strength ]| -71 dBm
IP 10.207.157.26
Port

Web Server Port 80
Modbus TCP Port 502
Modbus NetlD 1

Dynamic DNS
Service 1 Disable
Service 2 Disable
loTstar
Function Status ~ Enable

V2

Version

Read Community Name public

Write Community Name  private

Trap Community Name  public

Local FTP Server Enable

Idle Time 20 minute(s)

‘COM Port Interface Setting

Ccom2
Function Disable
COM3
Function Modbus RTU Master
Baudrate 115200 bps
Parity None
Stop bits 1
Silent Interval 15 millisecond(s)
COM4
Function DCON Master
Baudrate 9600 bps
Parity None
Stop bits 1
Timeout 1000 millisecond(s)

Checksum 1

Firmware Update Setting

System Information
01-AC-21-C7-19-00-00-52

Serial Number
Firmware Information

Current Version  1.4.0.0

Available Version ck
Firmware Update

Firmware

[Ewort/mponsetings |
11
11

Export Settings
Export the settings of this controller to a file

Import Settings
Import the settings from a specified file to this controller.

Figure 5-1 : System Setting Overview Page
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5.1 Time Setting
On the Time Setting page, it allows to set the time of WISE and Time
Synchronization function. The setting interface is as below:

Time Setting Page

201573
Sun Mon Tue Wed Thu Fn Sat
1 2 I T G G
Date 8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 286 27 28
29 30 31

Time 11 v ||35 v |;|23 ~

Time Duplication Load |(Load current time of this computer.)

Time Synchronization Setting

Function Status Enable

Time Zone Setting

Time Zone (UTC-08:00) Pacific Time {(US & Canada) M

Daylight Saving Time Enable

Save

Figure 5-2 : Time Setting Page

When get into this page, the system will read and display current time of the
WISE. To modify the system time of WISE, set up the date and time on the
Time Setting Page and then click “Save” to complete the settings. The user
could click on “Load” in the “Time Duplication” field to synchronize the
system time of the computer where the browser located and the system time
of the WISE. The WISE also provides SNTP Time Server function that
allows to set up Time Synchronization to sync the clock through network.

The following figure illustrates the set up interface:
Time Synchronization

Function Status  [iEnable

tock usno_navy mil

) time windows com
*SNTP Time Server

Use Default SNTP Time Servers

Port 123

Sync Interval |6~ | hours

Figure 5-3 : Time Synchronization Setting
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5.2

Follow the steps below to set up Time Synchronization Setting:

In the “Function Status” field, click “Enable” to enable the Time
Synchronization function.

In the “SNTP Time Server” field, input the IP address or domain name
of the SNTP Time Server. There are default SNTP Time servers, the
user could modify the address to use other servers. Click “Use Default
SNTP Time Servers” to restore the default Time Server settings.

The default Port number setting is “123”, currently it is not allowed to
be modified.

In the “Sync Interval” field, select the time interval to specify how
often the WISE will automatically connect to SNTP time server for
time synchronization through the network. The user could set the time
interval to be 6, 12, or 24 hours.

After all settings are completed, click “Save” button to save the

changes.

In addition, users can select the time zone of the WISE’s location from the
dropdown list in the “Time Zone” field, and enable the daylight saving time
function in the “Daylight Saving Time” field if required.

Network Setting

Network Setting allows making a change to LAN network configuration,
mobile network configuration, web server port or Modbus settings,
Dynamic DNS setting and loTstar Connection setting on the WISE. The
following figure illustrates the configuration interface:
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Network Setting(LANT)
BT B Specify an |P address
P [192| 168 | [100 || 182
Mask [ 255|255 | [255 | [ ©

Gateway 192 168 || 100 | 254

DNS 168 g5 || 1 1

Network Setting(Mobile Network)

*Dial-up Number  [*go#
*APN  linternet

Username

Authentication Password

Please refer to this document to configure the sefting

Mobile Code Enable

Automatic
Connection When ¥ Enable
Power On

Connection Testing Testing

Save

Port Setting
Web Server Port a0
Modbus TCP Port 502
Maodbus NetlD 1

Dynamic DNS Setting

Service Provider | Disable v

loTstar Connection Setting

Function Status Enable

Obtain an P address automatically(DHCP)

Please disable the PIN code first

Service 1 Service 2

Figure 5-4 : Network Setting Page

® Network Setting(LAN)

Each time when the user enters this page, it will read and display current
network configuration (LAN) and port settings from the WISE. In the
“Network Setting (LAN)” section, user can select the connection mode as
“Obtain an IP address automatically (DHCP)” or “Specify an IP address” in
“Connection mode” field, then modify IP/Mask/Gateway/DNS Server IP
configuration. After all settings are completed, click “Save” button to save
the changes. After the network configuration is completed, the user could
login into WISE webpage via LAN, and is able to retrieve data via Modbus

TCP.
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Please note:

1. WISE adopts Google DNS server as system default DNS server, the
default IP is “8.8.8.8”, the IP can be modified to other DNS server IP if
required.

2. If the connection mode is “Specify an IP address”, then you make
modification to the IP address, the system will logout automatically and
re-connect to the web page automatically based on the new setting. If
the connection mode is “Obtain an IP address automatically (DHCP)”,
the system may fail to re-connect to the web page because the IP address
is changed. Please use WISE-52xx_224x Utility to search the WISE, get
the new IP address of WISE, and then launch browser to connect to the
WISE with the new IP address.

® Network Setting(Mobile Network)
The Network Setting(Mobile Network) section is for user to complete the
setting of Mobile Network of WISE-523xM-3GWA and
WISE-523xM-4GE/4GC. The default Dial-up number is “*99#”. User can
change it by the proprietary number provided by the Telecommunication
Service Company. To configure the setting for “APN” and “Authentication”
field, please refer to the document provided on the WISE Web page.
“Mobile Code” is an optional setting. It depends on the service the
Telecommunication Service Company provides. If the user select the
“Automatic Connection When Power On” option, it will enable the
WISE-523xM-3GWA and WISE-523xM-4GE/AGC to complete the Mobile
Network connection automatically when power on WISE controller. User
can click the “Testing” button in the “Connection Testing” field to test the
Mobile Network connection status between the WISE controller and the
Mobile Network. After all settings are completed, click “Save” button to
save the changes, or click “Save and Connect” button to save the settings
and connect to the mobile network immediately.
Please Note: In order to complete the connection to the Mobile Network,
please remember to disable the PIN code setting of the SIM used in WISE.

After completing the Mobile Network setting, the connection status between
WISE and Mobile Network can be shown on the System Setting Page; and
the connection status (Connect or Disconnect) can be changed manually.
This section also displays the strength level of the Mobile Network Signal
and the IP address that WISE occupies through Mobile Network.
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Mobile Network
Connection Status Connected Disconnect

Signal Strength ~ _ggl|| -85 dBm
IP 10.0.0.1

Figure 5-5 : Signal Strength level and IP address for Mobile Network

® Port Setting
In the “Port Setting” section, the user can modify the Web Server
Port/Modbus TCP Port/Modbus NetID. After all settings are completed,

click “Save” button to save the changes.

® Dynamic DNS Setting
WISE also provides the Dynamic DNS service. The following figure
illustrates the configuration interface:

Dynamic DNS Setting Service 1 Service 2

Service Provider  |No-IP ~ | http:/fwww noip.com
D |aaa
*Password |ewe
*Domain Name  |ddd.cc

Last Update Time 2015/01/30 20:15:22
Status Last Update Status Authorization failed.
Last Registered IP  60.251.159.40

Figure 5-6 : DDNS Setting Page

Follow the steps below to set up Dynamic DNS service:

i Click the services tabs on the right-top corner of “Dynamic DNS
service”. System provides two items for selection as “Service 1” and
“Service 2”. User can enable one Dynamic DNS service for normal
status, or enable two Dynamic DNS services for the redundant service.

il In the “Service Provider” field, select the provider of Dynamic DNS
services from the dropdown list. Currently system provides 5 service
providers for selection as “No-IP”, “ChangelP”, “Free DNS”, “Dyn”
and “DNS-O-Matic”. User can also select “Disable” to disable the

service.
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iii If user selects “No-IP”, “ChangelP”, “Dyn” or “DNS-O-Matic”, please
enter the ID, Password and Domain Name to login the service. If user
selects “Free DNS”, please insert the Token to login the service.

iv After all settings are completed, click “Save” button to save the
changes.

® |oTstar Connection Setting
The loTstar Connection Setting section is for user to complete the WISE's
setting for the Network connection to the loTstar. Please follow the steps
below for the settings:
i Make sure the firmware version of the WISE is \VV1.6.0 or later version.
If the WISE does not install with the right firmware version. Please
update the firmware before taking the next step.

Firmware Update Setting

System Information
Serial Number  01-23-E9-05-18-00-00-15
Firmware Information
I Current Version 1.6.0 I

Available Version | Check
Firmware Update

Firmware Browse. ..

Update

ii Click “Enable” of the “Function Status” field to enable the connection
to loTstar.

loTstar Connection Setting
Function Status

iii Two options : “User-built IoTstar” and “loTstar Trial” are available for
selection.
If users select “User-built loTstar”, please click

® ‘ Specify an address of server

‘ in the “Server Address”

field, then input the IP address or Domain Name of the PC or Platform
(with loTstar installed). Enter the login username and password in the
“Username” and “Password” fields. WISE will login and connect to the
loTstar by the information provided.
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loTstar Connection Setting

Function Status Enable
OICP DAS loTstar Trial Service - Create Account

Server Address |© 192.168.100.252 |

*Username |Wayne1 |

RIS pe—— |

Connection Status  Disable

Save

Figure 5-7 : loTstar Connection Setting Page(1)

If users want the WISE to connect the “loTstar Trial", please click
@ICP DAS loTstar Trial Service jn the “Server Address” field, then enter
the login username and password (require to apply in advance) in the
“Username” and “Password” fields. WISE will login and connect to the
“loTstar Trial” by the information provided.

Please Note : For the account application of the “loTstar Trial”, please
refer to the instructions in Appendix X: ICP DAS “loTstar Trial”
account application.

loTstar Connection Setting

Function Status Enable

@ [CP DAS loTstar Trial Servicel- Create Account

*S Add
erver ress O | Specify an address of server

*Username |Wayne1 |

IO pr— |

Connection Status  Disable

Figure 5-8 : loTstar Connection Setting Page(2)

iv After all settings are completed, click “Save” button to save the
changes. This WISE will connect to the loTstar immediately. The users
can review the current connection status between WISE and loTstar
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through the information displayed in the “Connection Status” field.
loTstar Connection Setting
Function Status  #/Enable

ICP DAS Tnial Service - Create Account

*Server Address
* 192 168.100.252

*Username  wayne1

*Password  |sesess

Connection Status  Connected.

Save

v If the “Connection status” field shows the “Connected” message, it
means the connection between the WISE controller and loTstar is in
normal status. The authorized users now can login to the loTstar (with
the username and password set in “Step iii”) to perform remote
monitoring and maintenance of the WISE.

5.3 SNMP Setting
The WISE provides SNMP (Simple Network Management Protocol) V1
and V2c to work with the SNMP Network Management software for
monitoring the system data and 1/0O module data. The SNMP Setting page
allows you to enable or modify the settings of the SNMP function on the
WISE. The following figure illustrates the set up interface:

SNMP Setting Page

Function Status @ Enable
Version ®V2c V1

*Read Community

Name public

*Write Community

Name Private

*Trap Community

Name public

Contact  Your System Contact Here

Location  Your Location Here

SNMP Manager List
*Address Read/Write Trap

@
No SNMP Manager exists, press this button to create one

Save

Figure 5-9 : SNMP Setting Page

http://wise.icpdas.com 40



ICP DAS WISE User Manual

Please follow the steps below for the SNMP settings:
i. In the “Function Status” field, check “Enable” to enable SNMP server.
ii. In the “Version” field, select the SNMP version that you want to use.
Currently WISE supports SNMP V2c and V1 protocol,
iii. In the “Read Community Name” field, input a string for “Read
Community Name” for SNMP function. The default string is “public”.
iv. In the “Write Community Name” field, input a string for “Write
Community Name” for SNMP function. The default string is “private”.
V. In the “Trap Community Name” field, input a string for “Trap
Community Name” for the SNMP function. The default string is
“public”.
vi. In the “Contact” field, input the “Contact” string.

vii. In the “Location” field, input the “Location” string.

The SNMP Manager List is a list for all SNMP Managers which will
interact with the SNMP Agent of WISE. Please follow the steps as below to
perform the setting for SNMP Managers.

SNMP Manager List

*Address Read\Write Trap
@& O O
® 192.168.100.59

Figure 5-10 : SNMP Manager List

Please follow the steps below for the Settings:

i Set up IP Address or domain name of the SNMP Manager that you want
to add. Please set up the Address appropriately, if the settings are not
the same as the settings of the SNMP Manager, the interaction between
WISE and the SNMP Manager will be failed.

SNMP Manager List

*Address Read/\Write Trap
@ 192.168.100.59

Figure 5-11 : The IP Address Setting for SNMP Manager
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i Click to Enable (or Disable) the working model between the SNMP
Manager and the SNMP Agent of WISE. Currently WISE provides two
working models as Read/Write (Polling) and Trap for SNMP Manager.
Please Note: If no “Read/Write” field on the list is enabled to accept the
Read/Write commands, indicating that it will allow accepting the
Read/Write commands from any SNMP Manager.

B Read/Write model: It means the SNMP Manager can connect with
the WISE SNMP Agent for the polling style data read/write
operation.

B Trap model: It means the WISE can actively send the SNMP Trap
to the SNMP Manager based on the result of IF condition

statement.
SNMP Manager List

*Address Read/\Write Trap
@ [192 185 100 101 O O
® 192 168100 59

P

Figure 5-12 : The Working Model Setting for SNMP Manager

iii After completing the IP address and working model setting, please click

@ button to add the SNMP Manager to the list. After adding the
SNMP Manager, click “Save” button to save the changes.

SNMP Manager List

*Address Read/Write Trap
O O
O 192.168.100.59
@  192.168.100.101 | O
P

Figure 5-13 : Save the SNMP Manager Setting
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5.4 Account Setting
WISE provides three levels of authority as follow:

€ Administrator (Default password: Admin)
WISE provides 1 Administrator accounts. It allows only 1
Administrator to login and get into the system at the same time.

@ User (Password is defined by Administrator)
WISE provides 5 User accounts. Administrator has the authority to
enable/disable the User account, and assign the user name/password.
Each User account allows only 1 User to login and get into the system
at the same time.

@ Guest (Default password: Guest)
WISE provides 1 Guest accounts. It allows maximum 5 Guests to
login and get into the system at the same time.

The user can modify the password in the “Account Setting” page; the
Password length is limited to 16 characters. After all settings are completed,
click “Save” button to save the changes. Following is the interface for the
modification of the password of Administrator account and Guest account.

Account Setting Page Admin User Guest
Current Password ~ Ad™*
*New Password

*Retype New
Password

Figure 5-14 : Password Setting Page for Administrator

Account Setting Page Admin User Guest

Current Password ~ Us**
*New Password

*Retype New
Password

Figure 5-15 : Password Setting Page for Guest

WISE provides 5 User accounts. Only Administrator can enable/disable the

User account, and assign the password of User. Each User can access to
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perform the modification or review of the WISE settings (based on the
authority the Administrator pre-assigned), however, the Users do not have
the right to add or delete the settings of WISE. Following is the setting page
for the User account.

Account Setting Page Admin User Guest

User |Userl v
Status Enable
*New Password

*Retype New
Password

Permission Setting

User1 User2 User3 User4 Users
GCurrent Password qq*

System Setting ¥
Time Setting
Netwark Setting
SNMP Setting
Account Setting
Security Setting
Logger Setting
Advanced Setting
Internal Register Setting
Timer Setting
Schedule Setting
Email Setting
SNMP Trap Setting
CGl Command Setting
Active 'O Setting

Channel Status Setting

FAEDEEEDEDE DD OEE S E DO

Rule Setting

Save

Figure 5-16 : Password Setting Page for User

The settings steps are as below:

i. In the “User” filed, select the user which will be enabled. WISE
provides 5 User account.

ii. In the “Status” field, click the “Enable” items to enable the User
account, then the Password setting field and the Permission setting field
will be enabled.

iii. Complete the password setting for the User.

iv. Identify the permission authority which the User can own to
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modify/review the WISE setting (System Setting, Logger Setting, Advanced
Setting and Logic Rule Review).

V. Repeat steps i~iv to complete settings of all User accounts.

Vi. After all settings are completed, click “Save” button to save the

changes.

5.5 Security Setting
Security Setting allows users to change the Administrator Profile setting, the
Local FTP Server setting, the CGI Query Authentication setting and the Idle
Time setting. The Security Setting page is as follow:

Administrator Profile Setting

“Email Address
Alarm When the microSD card is abnormal
Save

Local FTP Server Setting
Server Status ¥ Enable

Username  admin

*Password  |FTP1_Admin

Save

CGI Query Authentication Setting

Authentication ¥ Enable

“Username  |admin

*Password  |CGI_Admin

Save
Idle Time Setting
Idle Time 10 ¥ | minute(s)
Save

Figure 5-17 : Security Setting Page

€ Administrator Profile Setting

If user login as the Administrator, in the “Administrator Profile Setting”
section, the users could input an email address. By checking the “Alarm”
item, WISE could send an email to the administrator when the microSD
card is abnormal. Once the password is forgotten or lost, the WISE could
send an email with the passwords (administrator account, user account,
guest account, Local FTP login and CGI Query Authentication) to this
email address, for more detailed information, please refer to_Appendix
11
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@ Local FTP Server Setting
In this section, it allows to enable or disable the FTP Server function on
the WISE side. The user could connect to WISE FTP Server via FTP
software to remotely retrieve event log or data record file. To enable this
function, check “Enable” in the “Server Status” field. The default
password is “FTP1_Admin”, the user could modify the password of the
FTP Server on the WISE side if required.

€ CGI Query Authentication Setting
WISE supports fully CGI command operations as CGI command
sending and CGI command receiving. In the CGI command receiving
function, it needs the password mechanism to protect the WISE to
receive only the CGI commands from the valid source. The default user
name and password for CGI command receiving of WISE is
“admin/CGI_Admin”, the user could modify the account if required.

@ Idle Time Setting
After the administrator login into the WISE page, when the idle time
exceeds the pre-set time interval (default is 10 minutes), the
administrator will be automatically logged out. The idle time could be
set as 10/20/30/60 minutes, after the setting is completed, click “Save”
button to save the changes.

5.6 COM Port Interface Setting
COM Port Interface Setting allows to setup the function settings on COM2,
COMS3 or COMA. The setting interface is shown as below:
COM Port Interface Setting Page COM2 COM3 com4

Function Disable w

Figure 5-18 : COM Port Interface Setting Page

The COM Port interface on WISE includes:
¢ COM2(RS-232)
It is reserved specifically for Modbus RTU Slave for connections to
HMI or SCADA.
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4 COM3/ COM4 (RS-485)
It is reserved for DCON Master to connect ICP DAS DCON modules,
Modbus RTU Master to connect Modbus RTU slave devices or for
Modbus RTU Slave to connect HMI or SCADA.

The following section will introduce how to set COM Port interface for
different functions:
® Modbus RTU Slave (Connect to HMI or SCADA)
COM Port Interface Setting Page ’m COM3 Ccom4
Function IMadbus RTU Slave +
Baudrate 9600 |+ | bps
Parity @ Mone © QOdd O Even

Stopbits ®1 O2

Figure 5-19 : COM Port Interface Setting for Modbus RTU Slave

The settings steps are as below:

i In the “Baudrate” field, select the Baudrate from the dropdown list,
the Baudrate of WISE and HMI or SCADA have to be set the
same.

il In the “Parity” and “Stop bits” fields, set up the Parity and Stop
bits. The Parity and Stop bits of WISE and HMI or SCADA have
to be set the same.

iii After all settings are completed, click “Save” button to save the
changes.
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® DCON Master (Connect to DCON modules)

COM Port Interface Setting Page COM2 COM3 COM4

Function |DCON Master v
Baudrate [96800 |~ bps

Parity  ® None © Qdd O Even
Stopbits ®1 O2
Timeout  |300 millisecond(s)

Checksum & Disable O Enable

Figure 5-20 : COM Port Interface Setting for DCON Master

The settings steps are as below:

In the “Baudrate” field, select the Baudrate from the dropdown list,
the Baudrate of WISE and DCON module have to be set the same.
In the “Parity” and “Stop bits” fields, set up the Parity and Stop
bits. The Parity and Stop bits of WISE and DCON module have to
be set the same.

In the “Timeout” field, input the time interval for WISE to send
command to the DCON module and wait for the response, the unit
will be millisecond (ms).

In the “Checksum” field, specify the Checksum setting for the
communication between WISE and DCON module to be enabled
or disabled.

After all settings are completed, click “Save” button to save the
changes.

Please Note: Use the DCON Utility to complete the setting of each
DCON modules which will connect with the WISE first. These
setting also must be the same with the setting of WISE.
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® Modbus RTU Master (Connect to Modbus RTU slave devices)

COM Port Interface Setting Page COM2 COM3 COoM4

Function |Modbus RTU Master v/

Baudrate bps

Parity @ MNone © Odd O Even

Stopbits ®&1 O2

Silent Interval millisecond(s)

Figure 5-21 : COM Port Interface Setting for Modbus RTU Master

The settings steps are as below:

i In the “Baudrate” field, select the Baudrate from the dropdown list,
the Baudrate of WISE and Modbus RTU slave module have to be
set the same.

il In the “Parity” and “Stop bits” fields, set up the Parity and Stop
bits. The Parity and Stop bits of WISE and Modbus RTU slave
module have to be set the same.

iii In the “Silent Interval” field, input the time interval between
successive sending of commands from the WISE to the Modbus
RTU slave module, the unit will be millisecond (ms).

iv After all settings are completed, click “Save” button to save the
changes.

Please Note: After the “Baudrate” is selected, the system will
automatically generate a proper value in the “Silent Interval” field.
For each Modbus RTU Slave module has different Modbus
command process capability, the response time for sending result
from Modbus RTU Slave module to WISE might be different. The
user can adjust this value to most appropriate time interval, such as:
extend this value to make sure every Modbus RTU Slave module
connected to the WISE has enough time to process the Modbus
command, or shorten this value to improve the efficiency of the
polling mechanism between Modbus RTU Slave module and WISE.
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6 Module Setting

Module setting page allows to perform settings of the 1/0 Modules and IP Cameras
that are connected to the WISE. After getting into the setting page, the overview page
will display current setting of the 1/0 Modules and IP Cameras that are connected to
the WISE, shown as below:

% Web Inside, Smart Engine wise sz3im 96| 5] é d %] |

€ 202.1MB(Approx.266 Days) [ Instant Message
System Setling Module Setling  Logger Sefting loT Platform Sefting  Advanced Setting  Rule Setting  Channel Status  IP Camera Siatus
——

Module Setting

XV-Board Setting Module Setting Page
Remoe 110 Modue Sefing
Module Name / Nickname DI DO Al AO

IP Camera Setting
V310 4 4 4 2

COMZ | Modbus RTU Master

No. Module Name / Nickname Address Pelling Timeout(ms)

1 B m7024 1 1000

2 B M08 2 1000

3 @ MT060 3 1000

4 [0 DL302 4 1000

5 @ IRTI2A 5 1000

[comsipconmwaster |

No Iordule Name / Nickname Address DI DO Al AC

1 8 1-7022 1 0

2 8 o7 2 0

3 B 1-7055 3 8 8 0

LAN | Modbus TCP Master

No. Module Name / Nickname IP and Port NetlD
1 8 WISE-T126 192.168.255.2:502 1
8 WF-2055 192.168.255.3:502 1
8 (PET-7250 192.168.255.4:502 1
| Peamecs ..
No Module Name / Nickname IP and Port
1 ICAM-T21F 192.168.1.100:80
2 ICAM-TT1 192.168.1.101:80
3 ICAM-TE60D 192.168.1.102:80

Figure 6-1 : Module Setting Page

Module Setting includes the following 3 setting options:
® XV-Board Setting
® Remote I/0O Module Setting
® [P Camera Setting

More detailed information for each function setting will be given in the following
sections.
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6.1 XV-Board Setting
XV-Board Setting page allows the user to set up the configuration of the
XV-Board that is connected to the WISE. The XV-Board Setting page is
shown as follow:
Please note: Each time WISE is allowed to connect to one XV-Board
module only.

XV-Board Setting Page
Module [XV107 v

Figure 6-2 : XV-Board Setting Page

Select the XV-Board that are connected to the WISE from the drop down
list and click “Setting”, a window for setting up the parameters of
XV-Board and its 1/0 channel will appear. The setting for the module is
shown as below (Figure 6-3):

1. Nickname: For user to define a nickname for the module, this
nickname will be displayed on the “Channel Status” and “Rule
Setting” pages.

2. Description: The Description field provides a space for the user to
make a brief description of this X\V-Board.

The digital I/O channels of XV308 are programmable. Each digital 1/0
channel of XV308 can be used as DI or DO. If the user selects the XV308
from the drop down list, the setting interface for the attribute of each digital
I/0O channel will be shown as below. Please identify them depend on the
application.

Ch.0 ] Do
Ch.1 ] Do
Ch.2 D Do
Ch.3 D Do
Ch.4 D Do

Digital Channel

Ch.h ] Do
Che ] Do
Ch.7 D Do
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The following section will intr